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MCI MAIL: The Adventure Continues

You really have 1o hand it to those folks over at MC1. First
they tackle Ma Bell and now they'ss going afrer the U S, Postal
Service! MCI Mails slogan, “The Nation's New Postal
Sysiem,” is printed on every bright orange envelope that they
serdd through, vou guessad it, U.S. Mail.

Om this system a user is assigned a “mailbox™ that he can use
to send and receive mail. Sending is done gither elctronically,
that is, to other people with MClmailboxes or through the post
office, which covers everybody else in the world. The first type
af letter will cost you 31 for the first three pages while the
second type is double the cost. 1t's also possible to send an
overnight letter (36) or a four-hour letter (325} to some places.

The purpose of MCI Mzil is to stimulate the use of electronic
mail by making it more accessible to the average person, For
that we must give them credit—anybody can get an account on
this system! There is no start-up fee and no monthly fee of any
kind. To ge1 an account, all you have to do is call them—either
by voice or data. If you call by data (see page 5 of April issue of
2600 for numbers), youll have to enter REGISTER as the
username and REGISTER as the password. The rest s self-
explanatory. After a couple of weeks, you'l get in the mail
(regular mail, that is] a big orange suvelope that has, among
other things, your password. With this infe, you're now free to
log onto the system. look for people you know, send and
retrieve messages, read all of their help files, or even hop onto
the Dow Jones News Service (watch it though—thar can pet

. pretty expensivel}

The system is set up on a neiwork of Vaxes throughout the
country. They've been operating since September 1983 and
¢laim to have over 0000 subseribers. Many of these are
actuaily subscobers to the Dow Jones service, who are
automatically given MCI Mail accounts whether they want
them ar not.

While the rates arent overly expensive, they're certainly not
cheap. Mailing regular leners is much cheaper and often just as
fast since not every MCI Mail user checks their mailbox every
day. Apart from that, though, there are many problems with
the system as it stands now. For one thing, it can take forever
getting on it, particularly through the 300 numbers. When you

- finaly do get a carrier. you should get a message like this after
hitting two returns: )
Port 28.
Please enter your nser name:

Enter the username you selected and the password they
assigned you. It should say, “Connection initiated.. Opened ™
From that point an., you're in.

But the system will often appeat to be bogged down. Dfien
vou have to hit twenty returns instead of two. Sometimes the
system won't let you in because all connections are “busy™.
Othertimes it will just drop the carrzer. Real mailboxes dont do
that, :

Anpothet thing that will drive you crazy are the menus. Evéry
time you enter & command, you get a whole new menu to
choose From. 1f you're at 300 baixd, this can get pretty annoying,
especially if you know what all the options are, There are two
ways around thix. get the advanced version, which allows you to
enter multi-word commands and even store some files, at acost
of $10 per menth, or simply hit a control O,

One part of the system that warks fast and is very convenient
is the user info. As soon as you type the command CREATE to
begin writinga ketier, youTE be asked who yvou want tosend it to.

Enter either the person's last name, first initial and iast name, or
username (which 5 usually one of the first twao, but which can
be almost anything the nser desines). Immediately, you'll get a
list of everyone with that name, as well as their city and state,
which ofien don't fit properly on the line. There are no reports
of eny wildcends that allow you to scc evervbody at once. {The
closest thing is *R, which will show all of the usernames that
vouTe sénding to.) It salso impossible for a user not to be seen if
yiri get his name or afiss right, s a good free information
retrieval system. But theres more.

MCI Mail can alse be used as a free word processor of sorts.
The systern will allow you to enter a ketter, or for that master, a
manuscript. You can then hang ug and do other things, come
back within 24 hours, and your words will still be there. You
can conceivably list them out using yeur own printer ona fresh
sheet of paperand send it through the maitall by yourself, thus
sparing MCI Mail’s laser printer the troubde. You could also
shate your account with somebody else and constantly leave
unsent drafis for each other. Again, they have te be retrieved
within 24 hours.

Yet another way of getting “free™ service from these people is
ta obtain many different accounts, There doesn 't seem to be any
kind of a limit an this and since each account comes with §2 of
free messages, a few accounts can get you quite a bt of fres
servics. And, of course, there’s ne charge for receiving measapes
on any of these accourits.

2600 has kearned of several penstrations onio MCI Mail by
hackers. This isnt really surpnsing considering: {a) there ane
multiple usernames, i.e. John Smith’s uscrmame woukd always
default to JSMITH, which means that several passwords can
work for one username; (b) all passwords seem to follaw 2
similar pattern—8 characters with the odd-numbered chacacters
always being consonants and the even-numbered ones always.
being vowels—any true hacker would obtain several accounts
and leok for any correspondence bétwieh the random password
and the account nwmber sveryene is assigned; (¢) MCl Mail
doesnt hang up afier mepeated iries—the anly thing that will
make it disconpect intentionally is inactivity on your part.

But by far the biggest blunder that MC1 Mail has made is not
found on the system. [t ies in their bills. There ix no carry-aver
Jrom month to manth! 1f you get billed Tor 38 one month and
youdon't pay it, then proceed to use the system fer 32 more the
next month, your next hill will only show the 33! The 58 has
vanished! (This is by far the dumbest mistake we have sver
reported in these pages.)

You'll find quite a few uvnanswered questioris in your travels
throngh MCI Mail, which you can try te solve by reading the
HELP files or by sending a free message to MCIHELF. It
usually takes them a conple of days to respond 10 you instanily,
however.

There are some software lapses as well. The system seems to
be patterned largely after GTE Telemail, but it never really
reaches that Jevel of clarity. A small example can be seen in the

«scan tables, which have a heading of From, Subgect, Size, eto.
On outbound messages, the name of the person you're sending
fo appears under the From heading! Pretty silly. )

MC1 Mail shows every indication of overspending with a
passion. Free messages, free accounts, sloppy programming,
toll-free dialups, single sheets of paper (like their bills} sent in
huge envelopes, ete. Either they'nt very optimistic oul thete or
they're very naive. :

(MCE Mail can be reached at 804246677 .)

—
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Cairbmtpte] M2 Smiteh

The city of New York has come up with a new way to fight
parking scofflaws. s called SIDNEY-—Summens Tssuing
Device for NEw York. It's a handheld computer terminal that
will be abk to get information about License plate nwmnbers that
are “suspected™ of bring attached to scofflaws.

The device weighs less than five pounds and looks rather like
a calculator. It would ask whoever was operating it te enter the
color, make, model, registration expiration, location, time, and
nature of violation. SIDNEY would then print out a water-
proof parking ticket and at the same time: cheek its 10, 000-plate
memory to see if the license plate belonped to a scofflaw or a
stolen car. An appropriate message would then be flashed on
the screen. Details of each ticket issued would be slered in the
device and entered automatically into the main compuier
system each daw.

There hasn't been much talk circulating about what will
happen when thess things ger stolen and fake tickets are handed
out by the thousands. [1is expected that these creatures will be
tumed loose into the hands of meter-maids within two years.
The contract for producing SIDNEY has ientatively been
awarded to Citisouroe of New Jersey,

Bell to AT&T: Get Lost!
Associabed Pren

Ome of the so-called “Baby Bells™ is displaying its indepen-
dence from its former parent—AT&T. Southwestern Bell says

« it's chosen GTE Spnnt to provide long-distance telephone

service for 1ts Hooston operation.

By using GTE Sprint instead of AT&T, Southwestern Bell
figures to save about fifty thousand dollars. Long distance
service from Houston currently costs the former Bell system
it about 3300 000 a year.

G TE Sprint will replace ATET in Houston ir mid-August.

Five Arrested in Phone Fraud
The hew Yerk Tienec

Five Manhaitan residenis were arrested last month en

charges of defrauding the New York Telephone Company by
. making mere than 1,500 iliegal telephone calls, mostly to the
Dominican Republic, in 2 three-day period.

The Manhattan Thstrict Attorney’s office said the suspects
used “blue boxes™ to make the ¢alls. The five were charged with
possession of burglary 1ools and theft of services. One was also
charged with selling a stolen credit card number to an
vndercover investigator and using such numbers to make calls
for other people. He could get four years-for his trouble.

Supposedly, the suspects wene offering neighboers low-cost
Tong distance calls, however they frequently charged more than
the cost of kegitimate calls!

An Official Crackdown on Hackers
U nrmdninest M. Sophece.
According te Rep, William Hughes {D-N.1.), computer

. crime is increasing by leaps and bounds. Speaicing on the House

floor, Hughes said, *1t's time we recognized that computer

~=*hackers’ wha intrude into data banks are not just mischievous

kids looking fot fun. They're engaging in |]1eyl achivities which
pose potentially serious threats 1 our sociery.”

He urged quick passage of the Counterfeit Access Dcvmc angd
Computer Fraud and Abuse Act of 1984, being spensored by
him and zight ciher House members, ineluding Democrats and

The Honse Judiciary Committee took a step towards making
it a crime for hackers to break into svsiems such as TRW by
adopting an amendment by Rep. Dan Glickman (D-Kan.). His
proposal would make it a misdemeanor to raid computer files
containing private credit historics or banking information.

A subcommittee staff lawyer said the bill would close
locphakes in existing federal and state laws by making it a
lelony offense to aceess a computer without euthorization and
with intent to defrand, if that act enables the perpetrator to
obtainanything worth a1 least $5,000 overa one-year period ot
any claseilied government information.

The bill is expected to come before the full House either late
this month or in carly August.

Pay Telephones Deregulated
D60 Merwy Servicr

OnJune i 5, the FCC decided to allow just about anybedy to
get involved in the pay phone business. Up until now, pay
phones have been provided by whichever local company serves
the area. But with this new ruling, 1l kinds of new companies
will be seen. In fact, some phones may even have differsnt
prices! And, of course. it’s to be expected thateach of thesg new
types af phones will have their own quirks and bugs. Look for
Matrix, Tonka, and Paytel phones in the near future,

O course, there will be disadvaniages. Some phones will
only be able to dial locally. Others won't be able to reach 911 or
information. Many will probably be rotary and most will
certainly break down more frequently. Still, diversity is what
makes this entire field so interesting,

“You Must First Dial a One...”
Asocaed Pren

Asof July 1st, 3 million customers in New Jersey had ta start
dialing a one before area codes when calling long distance. This
leaves 202 and 516 as the last remaining areas in the country
that dont have to do this.

Company officials say the new systern was introdueed to
provide 152 more exchanges to meet increasing customer
demand. Under the new system. New Jersey Bell will begin
using certain area codes as telephone exchanges. They will
avold vsing area codes of neighboring states 10 prevent mass
confusion.

Information News
e Medes SuriUMs

Starting this month, MC1 will connect subseribers to leng
distance information just like AT&T does. And, like AT&T,
MC1 will offer two free information calls per rmonth, provided
their service is used for at kast two long distance calls in ihat
same month. After that, ithey will charge for a call to
mformation, just like AT&T does! So what's the difference? In
the price, of course. AT&T charges a hefty fifty cents for each
call 1o directory assistance, while MC1 will be underselling
them with an affordable 45¢. Good ok capitalism.

In another development, a computer program to help find a
telephone number without complete information from the
caller has been patenied by Richard H. Boivie for Bell Labs. [n
cases where the caller can give the information operator the
name of the persen being sought. but is unsure aboul the
spelling, the computer will trace alternative spellings. It will
also sort ihroogh different addresses for the most likely
candidates. .
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A new devics has just been invented_ 1t's called the “clear box”™ [tcan
be used throughout Canada and through rural United Siates.

This interesting gadget works on “posi-pay™ payphones, in other
words, thoss phones that don’t require payment uniil after the
connection has been established. You pick up the phone, get a dial
tone, dial your number, and cthen put in your coins after lhe person
unswers. If you don’l deposil money, you can't speak to the person at
ihe ather &nd, because your mouthpiece is cut off—but net your
earpitce. (Yes, vou can make fres catle 10 the neather, etc. from such
phones.} ,

In order Lo bypase this, al! one hak todo is visit a ncarby electranics
store, get i A-transistor amplifier and a tclephone suction cup
induction pick-up. The induction pick-up would be hooked np as it
normalty would to tecord a conversation, except that it would be
plugged into the omiper of the amplifier and a microphone woukd be

INTRODUCING THE CLEAR BOX!

haoked o theiiput. So when the un{[l_-m, the caller eould speak
through the little microphone instend. mmmmmﬁmm‘n@
the amplifier, out the induciion coil, and nto the back of 1he Teceiver
where it wonld then be braadesst through the phone lines and the other
party would be able to hear the caller. The chear box thus “clea™wp
the probiem of not being heard. i ) . )

The line will not cut of after 2 certain Amount of time— it will wail
forever for the coins to drog in. L .

Many independents arc moving towards this kind of stupid payphone
system. For ene thing, it's a cheap way of getting DTF {dial tane first}
service. It docap't requirc any special equipment. Thai type of
payphone will work onany kind afa phone line. Normally = payphone
Line is different, but this is just & regular phone Line and it set up so that
the payphone doea all of the charging, rat the OO, With the recent
deregulation of payphones, this kind of 4 system could become very

papular.

LETTERS FROM

&) 1484
Dear 2800:

A few exchanges in my vicinity have recently upgraded their
switching equipment. On 11/5/83, 914-268 switched from a
5x5 to a Northern Telecom DMSI100. 914-634 & 638 also
switched from a No. § Cressbar to a DMS100 on 6% 84,

Through trashing, 99X X scanning, and “social engineering,”
1 have found out the fellowing: The sufiix 9901 isa “verification™ .
recording. In 268: 9903, 9906, 9909, 9911, 9912, &£ 9213 areall
vanous recordings.

Another neat function on DMS 100 is thal you can hear the

- MF tones after most calls, NY Telco calls this the sound of their

new system helping Lo serve you betier.

Also, these CO% are under NY Telco jurisdi.clion. Yet, they
kought from Northern Telecom DMS100 instead of & “nice™
ESS systemn from Western Electnic. Could this be the byrak-up
at work?

Thisequiptment offers ESS funciions such as call waiting, call
forwarding, dial-tone-first fortresses, etc, My question is: What
type of 1oll-fraud eguipment it standard or optional for the
DMII100?7 Dogs it record everyvthing ke a pen register? Eic. ..

: Curious
Dear Curiouns:

First off, our compliments on your ability to notice the
chanpes that most people miss. As far as your 9901 discovery,
many exchenges in your area have been known to do that, If
you dial XXX 59G1, you'll hear a computer read the exchange
and area code. It doesn’t really sarve much of a purpose. But
interesting things can always be found in the 99X X area, if your
COMPany uses it. :

Concerning the DMSIL00, it is the break-up of the Bell
System to an extent. New York Telephone has been buying
equipment from Northern Telecom for some tims now. But
sinoc the divestitune, they 've become 2 little more flapram about
it. You'll see quite a bit motre experimentation with produocts
from other suppliers in the near future. The DMSI00 isa very
good switch, but its got certain drawbacks as far as phone
phreaking is concemed. It does have ceriain “devices™. These
don't wark exaci/y like a pen register, but they wind up having
the same clfect. What is done is 1his: if you happen to send a
2600 Hentz tone down the Lipe, DM S 100 will make a computer
record of whatever you did in the surreounding time. They
automatically investigate vour line if this is detected more than
an undetermined ameount of times. This is where Lhe pen
register comes in. The system is already equipped to handle a
pen register through a sperial box in the exchange that’s set up
entirely for that purpeose. This bax tits into their automatic
surveillance equipment. So it's kind of a two step process, but

OUR READERS

the DMS 100 makes it much easier,

So far, we haven't been able to find any advantages{or bugs)
ina DMS 100, We will continue to look, though. Regarding the
MF tones, they're simply not being filiered as they are in most
pleces. The GTD#5 (made by GTE}and the DMS M hoth, a5
rule, only filier abous ten percent of the MF tones. They alse
don't filter put rotary outpulses, whenever they exist, Perhaps
it's & way of cutfing comers.

DMS100, as you know, sounds just like ESS. About the only
way you can tell if youve dialed inte one is if you hear
absolutely no elicks or pops when the party answers, as yon do
with BESS, crossbar, and step_ [nsiead you heara real faint, mild
tick. When dialing out on one, you won't hear any clicks either.
Dear 2600:

[ hear you pecple are keen on answering people’s questions.
s0 answer me this: What ever happenesd to that operator who
was 50 damn nasty that she refused to call that ambulance for
this guy's dying mother just because he used a couple of cuz
words on the telephone? By the way, the ady died a horribie
violent death, [ think. {1 think the operator didn’t dic yet.) Oh
yea, | also think that there was somie sorta lawsuit against the
nasty-oppy or the telco or someone.

RC

Dear RC:

The incident vou're referring to took place a few months ago.
It happened in Dallas, Texas and it concerned a man who was
trying to get an ambulance for his mother-in-law who was
havinga massive heart attack, Not only did the operator refuse
togend an ambulance until the women kerself got on the phone,
but her supervisor aiso got on the Tine and said something to the
effect of, *Sir, if you don’t quit cussing out the operator, 1'm
going to have to hang up en you ™

The operator was fired and the supervisor demoted. But both
are currently claiming that they were only following orders. The
¢ty of Dallas allegedly said that at all costs an ambulance
shouldn't be sent out unless it was an extremely life threatening
siluation. Anonymous people have even come forward and
claimed that bonuses were offered to those who sant the least
amtount of ambulances ont!

We should say that 1his docsn’l involve the phone company,
since it wasn't their operators who bandled (his call. Any
lawsuits would be against Lhe city of Dallas, in all likehhood. -
1i%s also interesting to note that there is no 91 1 serviee in Dellas.
Residents there dial 144-4444 instead. Perhaps an advanced 911
service might cut back on the fake calls they're supposedly
plagued with since such systemns immediately trace back the
number calling and do an instant CNA on it.

FWrite £0 2600, Box 752, Miskdle Frienet, ¥ 1193 or AFET Mail 1 2600,
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TRW Information Ssrvices is America’s largest credit
rcpomng institute, containing the credit Wstories of owver 90
mg.m A;:wnmns mﬂ& that rd bel Sears,

ecently it was repo Lo onging to

Roebuck, & Co, was stolen. 'I‘R\'g and the media are currently
amuhtlng several conflicting reports about the use of the
account. Some reports insist that the account was never used
illegitimately. Others say that ‘criminals’ used the account to
pillage credit card numbers to illegally buy goods and services
while ¥nowing the account limit. Another account of the
incident{s) says it was merely hackers exploring a very
interesting system. It seems hard 1o believe that hackers
managed to infiltrate TR'W, since the system is basically user
spiteful, but they seem to have pulled it off.

Once the subscriber initiates 2 connectien with one of the
many dial-ups, located in most major cities, the system will
identify izself with TRW. It will then wait for the subscriber to
send an appropriate answerback (such as a controHF). Onoc
this has been done, the system will say CIRCUIT BUILDING
IN PROGRESS along with a few numbers. After this, it clears
the screen (Ciyl-L) followed bya control-0). Once the control-Q
is sent, the system is ready to accept the subscriber’s request.
The subscriber must first type a d character preamble which

identifies the 1ares of the subscriber's account. For
example:
TCAl - for certain Californis & vicinity subscribers

TCA2 - n second TRW system kn Califommin
TINJ1 - their New Jersey datnbase
TGAl - their Gecegia database

The subscriber then types a camiage meturn (foliowed by an
optional 3 line feeds). 'On the pext line, be must type his 3
character option. Most requests use the RTS aption. OPx,
RTx, and a few athers £xist. Some of these, such as RTA,
retum you with an error seying that this option is used for cmedit
bureau cellection activity anly. TRW will accept an A, C, or 5

as the third chamacier
hﬂcrtlwopuun(RTS as must be skipped, and thena 7
digit subseriber code s t in. The first two dixts represent
the region in wlu(_'.hthe mbscnbens located and the subscriber’s
industry, l‘cspﬂ:ll\'\ﬁ]}'. TanDl
hira digh) {atvoud i)
1 - TRW Esstern Reglon 0 - Poble Raond
1 - THW Midwememn Reglon L - Bank
3 - TRW Western Eegian 1 - Bamk Credll Card
4 - Ingeiris Srom Broker Customsrs 3 - Retud
5.1 A - Credl Card
4 = (nher eradi l‘gnlw 5 - Lown Fimmx
within Exshern i - Sales Flasner
] Sabacriery 7 - Credlt Linkon
T - Orthyeore withis Westerm Heglon 1 - Savings & Lomn
- Oothwws withls Western Ruglon 4 - Serviee & Profesiom]

Using the tables above, it 1s evident that the siolen Sears
Password from Sacramentc must begin with a 33, identifying it
a3 from the Western Region and as being a retail store.

Once the subscriber enters his 7 digit subscriber code which is
printed alonsg on the reports, he then appends a 3-4 character
password immedintely after it. (In the Sears examplk, the whole
thing was: 33191 22NXK. Ths code has allegedly been floating
around hacker circles for at least two years!} Following this, he
must type a space and then the full last name of the person he
wants a repott on. This is followed by another space and the full
first mame. After this comes vet another space.

Now the subscriber has 3 eptional parameters. He can just
type 3 periods after the liret name and space or he can 31l them
in, FThe first period can be meplaced by the person’s middie
initial, the second by the spouse’s first imitial, and the third by
an S or a J which indicates Senior and Junior respectively.

The Iast of the three parameters is followed by 8 comma. This
is immediately followed by the house numberand a space. After
the space, he then places the firss letter of the street narree. For
. e woukd cype M for Main Sireet, a # fora PO box,
or } for 32nd Street. This single character is then followed by
the 5 digit z amde (mandatory) and a final comma. After the
‘Ilf;u he would hit carriage return and an optional Line feed.
(There are some special conditions which can apply to the
house number—if an institution such as a school, motel, or

page 5

hmﬂiu]isgiwnuﬂnmhaddm.ﬁﬂ;wouhhmdu
the house number. When an address s General Delivery, 43444
would be the house number and G would-be the street name.
Others: U.S, Aix Force, 55555 A; U.5. Army, 66665 A; L™ -
Coast Guard, 77777 C; 17,8, Manﬁes 8RAE M'IJS Na

99999 N}
Asgumning the subscriber is from a California business

andhclsrequesh{r:ligurinpo on Wington Smith at 3 Main
Street, Anytown, he would type thc Toltowing after
the contrel-):

TCAl (This identifies the mbncnber as bemidmm CA)
RTS 33xxaxxABC SMITH WIN .

In this case, the subscriber pasmrdmABCand the account
rumber was represented by 33xxxxx.

At this stage, he can request the rcportlglgntout by typinga
teyminating contrelS or he can COTMPAMET 5Ome
informaticn that it will then recond into the account. This is
knowr: a6 using the second line, which ig entirely optional The
first option that can be specified here isa previous address. This
can be done by typing P- followed by the house number, a

, the first letter of the sireet, another space, and the full
2ip. For example, if Mr. Smith previously lived at 2600 Elm
Street in New York City, the subscriber would ¢ EPG
following: P-2600 E 1000]. He can then type a comena after this
and mowe ontd another option. If My Smith had another
previous address. the subscriber canenter it in the sume fashion
as above (afier the cormuma) i€ be omits the P and the dash. This
it followed by a comma also. He can then enter in Mr. Smith's
Soctal Sscunty numberin the format of $-1234567890. If this is
followed by a comma, he can then enter A-age or Y-year of
bicth (4 digits, ¢.g., 1984). The subscriber can next enter in
information telling how much money Mr. Smith has requested
and; or on what I}II: of account. This is done by typing T-
followed by a two t zcoount type, a 3 digit terms, and a
digit amount code. For instance, for &4 credit card account
{which happens to be #18), with a limit of 3106 (001}, which ™ ™
being financed for 24 {024} months, be would type: T-1802400 -
This infarmation will show up as an ingpiry under the
subscriber’s name on Mr. Smith’ account.

There is one final option on line 2 which prints a beading at
the top of the page {TRW supplies pre-printed fooms with
“pice™ columng). IF the subscriber cannoe afford ve buy their
paper, he would probably iype H-Y to get the heading. The last
optien on line 2 15 followed by a comma, carriage return, and an
optional line feed, For example:

TCM

TS 33xxxxxABC SMITH WINSTON ..., 3 M %0083,
P-HNE 19901,1313 M 58102 5-12345678%),Y-1984,T- 18024081,
This can then be finally entered by typing a control-3.

But wait! That's not all. The subscriberhas one more eplion.
He can specify the person's employer. Let's suppose that Mr.

‘Smith works for NYTeleo Sceurity at 1085 Avenue of the

Americas in Mew York City. The subscriber work] 1hen .
E-NYTELCO SECURITY /1095 AVENUEOF THE AMER/
NEW YORK 10036

After this he would enter the familiar carriage return and
optional line feed. (TRW emphasizes to their subscribers that
this area iz for the name and address of the employment only,
not oocupation or seurce of income. “Do oot use 1€1ms such as
‘honsewife,’ ‘retired,” “welfare’ or unemplnyed which could be
censidered damagmg to the applicant,” a special waming
reads.) Since this is the last bit of information that the .
subseniber can enter, he is now foroed to type the inevitable
controi-5.

The Frst line of the actual printout sends the naumber,
the date, the time, the port number, and the Hf'V (7). It will then
print the person’s address and their emplover. Afier this il
should print the person’s actual credit history, Each individo™ ™
account entry takes up 2 lines, In the first line, 1he accou. -
profile, subscriber’s name and TRW account number, their’
associztion code, and the individual's account number with the
subscriber ars listed. The A on the left is the account profile. A
means that the suhscriber (SAKS FIFTH, as an example)
transmiteed this information automaticelly from theircomputer ..
{as opposed to an M, which means that 1the subscriber manually
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P
pr.  formawith (e info). The position of the A (or M)
indicates a positive, non-rated, ot hegative rating (FYN) of
the account, bn this xample, the A isunder the P, therefors it
reflecis positively upon the account. The person has an
aceounl wilth Saks Fifth Avenue, Saks’ subscriber number
on' TRW is 1347514 The person s accourt number with Saks
is 26000000,

On the second line of each entry, the account stars, date
(lzst) reporied, the date the accaunt was opened, the type of
account, Lhe credit limis, current balance, and a credis profils
are listed. Forexample, on the sscand line of the Saks cntry,
CURR ACCT indicates that it isa cukmently active revolving
(REY) charge (CHG) account that was opered in COctober

1980. The account has & S6700 credtl limit and as of April 5,
1984, the person had a $53 balance on the account. The C's
and dashes indicats how the person pays the accolnt. In
Match (one month prior to the balance daia of 4-84), the
account was paid on time, In February, bvo months priorto
the balance date, the account was also paid on time, In
January (3), the account was thirty days past due (173,
2=60,3=90, etz }. In Decernber, the aseount was not reporied
by Saks as indicated By a dash. In October, the accounl was
cixty days past duc, Court judgments, tax liens, and other
interesting facts are also recorded. -

The person may also have a 100 word or less stalemant in
the flic explaining certain entries in their account, (There is
also another TRW service for business reports {similar to
Dutin & Bradstrect) which has an entirsly different scvof
suhscriber codes and passwords, as well a2 acoess proccdure.)

TRW doesnt like 1o be held up for anyonz, Therefore, if
the subscriber vegetates for more than a few seconde (ie., he
r‘*\_crsmdingmrrmivinganwhing],ﬁw will abrupely
@ RVICEINTERRUPTED, PLEASE REDIAL{EM)
as 1 kags him off. Incidentally, any infornation that the
subscriber types on lites 2 or 3 {Le. age, socia] secarily
number, employer, ctc.) is automatically recorded on thin
person’s fils, Any pryious information on the option is
discarded (in most cases).

Technically, if a hacker hacked out an account belonging
to a supreme court orother such institulion, he could use the

T-opticn 1o hack out the code for JUDGMENTS, TAX.

L1ENS, and ather neat things. He would then be able te
modily anyone’s account 10 pepont them bankrups or thata
jadgrnent was handed down.

Hacking pasmwonnds issiill reponied bobe very casy, Assuming
that someone is trying to guess & password 10 a JXXXAXX
ascount, the following could be done:

TCAl

RTS MOMMAAA (raturn, controb-3)

and the systerm ssponds with:

¥4 yy & INVALID SECURITY PASSWORD
and the hacker types:

TCAY

RTS 30080004 AB (tetusn, control-5)

and the system responds with:

= xy " FORMAT ERROR

The hacket has correcily guessed the password—is acoep!
the password but didnt find a name field. Since account
numbsrs arc very easy to gel ahoid of, the password is the

only real chellenge. That, and (he fact that the sysiem.

apetates on half duplex, even parity, 7 bits, and 2 slap bits,
which might catch a few by surprise.

Allaccounts can do reporis on anyane in the United States
s afile. Forexample, ifa California account requested

d .aa persen in New York, the sysiem would simply L

switch over to its New Jersey databasc wo accomodate (he
request, A few pmres though, such as Temnessee, have
gavernmiert contrnol over credit information. Thus, people
from that statc cannot be Tound on TRW. Can pou he?
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